Insider Threat Mitigation Webinar for Drinking Water and Wastewater Systems

Zoom registration Link:

https://gdit.zoomgov.com/meeting/register/NQRYsh4MTnWO01x7NfHh8CQ

Training Date: Thursday, July 9, 2026

Introduction & General Description:

The Insider Threat Mitigation Webinar, hosted by the U.S. Environmental Protection Agency
(EPA) and the Cybersecurity and Infrastructure Security Agency (CISA), provides drinking water
and wastewater systems with information regarding potential threats posed by insiders. Insiders
are individuals with authorized access to a facility, such as current or former employees,
contractors, or other trusted partners, who may intentionally or inadvertently compromise
system operations. This webinar will examine the potential consequences of insider actions,
discuss practical and cost-effective strategies to mitigate associated risks, and highlight tools and
resources available at no cost from EPA and CISA to support utilities in strengthening their
security posture and operational resilience.

Course Objectives:

Audiences will be able to understand and identify insider threat risks, behaviors, and
consequences, and learn the progression model to detect and mitigate insider threats before
incidents occur. Audiences will also be to understand the key components of a proactive Insider
Threat Mitigation Program tailored to organizational needs.

Course Format and Procedures:

Format: Virtual Webinar (Instructor Led)
Training Date: Thursday, July 9™, 2026
Duration: 1:00:00 (3:00-4:00pm ET)
Procedures:
o Attend Training via training link (Zoom)
o Answer all poll questions (4)
o Remain in training for entire duration.
=  Poll questions are asked throughout the webinar to ensure participant
attendance.
=  Final poll question is at the end of training session.

Course Agenda:

1)
2)
3)
4)

Definition and Explanation of Insider Threat (10 minutes)

Consequences and Examples of Insider Threat (including use cases) (20 minutes)
Insider Threat Progression and Waning Signs (15 minutes)

The Basics of Insider Threat Mitigation Program Development (10 minutes)


https://gdit.zoomgov.com/meeting/register/NQRYsh4MTnW01x7NfHh8CQ

5) Q=+A Session With Audience (5 minutes)

Presenter Biographies:

- Christopher Brogger: Program Specialist, Security Planning Branch with CISA
o Chris Brogger serves as a Program Specialist in the Security Planning Branch,
Infrastructure Security Division, of the Cybersecurity and Infrastructure Security Agency
(CISA).

Mr. Brogger is responsible for public facing product development and stakeholder
engagement for understanding and mitigating insider threat, security and safety
planning, use of fire as a weapon, and the business case for security.

Mr. Brogger has over a decade of experience in the national security mission space. Prior
to joining Security Planning Branch, Mr. Brogger worked in the private sector, supporting
various offices within Infrastructure Security Division, including the Office for Bombing
Prevention and Infrastructure Assessments and Analysis.

Most recently, Mr. Brogger worked as a Senior Consultant for CISA’s Stakeholder
Engagement Division, helping connect both public and private sector stakeholder
communities with CISA resources.

Mr. Brogger currently serves as an officer in the US Army Reserve. He has deployments
to both Afghanistan and Iraqg, where he served as a logistics support officer for
commands across the Middle East. He is a graduate of Dickinson College, earning a
Bachelor’s in International Studies.

Attendance Verification and Retention of Attendance Records (Same as Course Completion):

- Attend Virtual Webinar Course (instructor Led)
= Answer Poll Questions (4)
=  Poll questions are asked throughout the webinar to ensure participant
attendance.
=  Final Poll Question is at the end of the training to ensure participant attendance.
= Attendee must register with the following information:
e Name (first and last)
e Email
e What stakeholder group do you represent?
e What is the size of your utility?
e Utility or organization name
o If seeking CEU credit, what is your operator or training ID?
e If seeking CEU credit, would you like credit applied to your Drinking
Water or Wastewater Operator Certificate?



e Would you like to sign up to receive water sector cybersecurity alerts
and newsletters from EPA’s Office of Water Emergency Response and
Cybersecurity?

e Does your utility conduct cybersecurity assessments?

= Attendance records are kept by training date.

Criteria of Course Completion (Same as Attendance Verification):

= Answer Poll Questions (4)
=  Final Poll Question is at the end of the training to ensure participant attendance.
= Attendee must register with the following information:

e Name (first and last)

e Email

e What stakeholder group do you represent?

e What is the size of your utility?

e Utility or organization name

o If seeking CEU credit, what is your operator or training ID?

e If seeking CEU credit, would you like credit applied to your Drinking
Water or Wastewater Operator Certificate?

e Would you like to sign up to receive water sector cybersecurity alerts
and newsletters from EPA’s Office of Water Emergency Response and
Cybersecurity?

e Does your utility conduct cybersecurity assessments?

= Attendance records are kept by training date.

Sample Certificate of Completion: (Attached)

The U.S. Environmental Protection Agency

acknowledges

Participant Name

for successfully completing the training entitled:

Insider Threat Mitigation Webinar for Drinking
Water and Wastewater Systems

July 9, 2026
1.0 Continuing Education Hour

Zoom Virtual Webinar
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Karen Edwards Lindsey
EPA OWERC




